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Dcassioteiems

. A Unified Mission

. Are we Winning the Information War?

. The Testeros Contri buti on
. Testing Systems of Systems

. Testing End -to-End

. Testing Joint Mission Threads

. Testing Computer Network Defense

. Testing the Core to the Edge

. Accelerated Delivery through Capability T&E &
Extension into Theater



SumpgetstednliiadfiésEMlission

. The mission of all involved In the

BDevelopment Blntegration
BTesting BDeployment

of warfighting systems that are meant to
Interoperate and exchange information in the
Battlespace:

. No American warfighter shall die, or have
their mission compromised due to the lack of
Information that is:

wAccurate »Secure

! vInteroperable
+Timely vAccessible



Losigghehefdnfaomitach War?

. We have every resource to win the battle in
the Information Warfare domains

Joint Net - Centric Operations
Information Operations
Cyber

. Yet, we continue to fall behind the adversary
IN many facets of information age warfare

. If we explore why this Is, we can uncover
where the Testero0os can

C



Wihy W&/ eetFalking-Behind (h g |

. The shelf life of IT is measured in months
While our acquisition process is measured in years

. We fight in an integrated, Net - Centric Battlespace
Yet we buy, develop & test in Service - Centric stovepipes

Often resulting in delivery of non -interoperable systems

. The operational Battlespace includes complex

Systems of Systems carrying out joint missions,

based on mission threads, designed to achieve a

Joint Commander 0s objecti ve

Yet we architect, design and conduct specification tests on
Individual systems

Producing systems that work well, but do not work well
together



Wihy W&/ eedFalking-Behind @)g |

- We are at war now - The Warfighter often
requires the urgent insertion of new capability

Yet we follow an aged, serially -based process of

Requirements Generation
& DesignA Development
e DT AOT AIOP Cert Test
e Training A Deployment

Resulting in the delivery of systems that are often
obsolete by the time of delivery

. Our adversary has embraced and exploited
the Web fully

We hesitate, mired in the chasm of competing
objectives between information accessibility and
Information security



ThecTesters tContibuti®@o t r |

Establish persistent distributed test environment:
U Cost efficient to access and utilize

U Simple to employ

U Robust

U Joint

Establish a common suite of test tools to:

u Construct . i Plan .
lf : Net-Centric u Net-Centric
i Monitor _ Test u Manage | = o

0 Manage Environment || @ Analyze Events
i Instrument u Report




ThecTestersiContibuti®m@ t r |

. Create capability to replicate & assess joint
mission threads

Through seamless integration of live -virtual -constructive
(LVC) Battlespace components
Including kinetic as well as non -kinetic means

Including Human/Social/Cultural aspects & effects

Thereby providing a means to measure mission
effectiveness

. Create capability to conduct End -to - End testing of
a System of Systems

From the Global Information Grid (GIG) Core

Through the Command and Control structure

To the tactical edge



ThecTestersiContdbuti®@oh t r |

. Create capabillity to test the defense of our
systems and networks against cyber attacks

. Create capabillity to evaluate warfighting
applications of emerging Information
Technologies

Such as Service Oriented Architectures and Cloud
Computing

. Leverage the available networks to extend the
test environment directly into theater






SoS[kefimitons
S0S: A set or arrangement of systems that results when independent and

useful systems are integrated into a larger system that delivers unique
capabilities [DoD, 2004(1)].

Accepted Taxonomy of SoS [Maier, M. 1998]
- Directed

1SoS objectives, management, funding and authority;
systems are subordinated to SoS

. Collaborative

' No objectives, management, authority, responsibility, or
funding at the SoS level; Systems voluntarily work together
to address shared or common interest

. Virtual

{ Like collaborative, but systems don @ know about each
other



SoS[kefimitions
US DoD Pilots identify a new SoS type:

- Acknowledged

S0oS objectives, management, funding and
authority; however systems retain their own
management, funding and authority in parallel
with the SoS

So0S SE Gui debook focuses



Systems of Systems Test & Evaluation

RMENTS FROM THE TOP DOWN—> Mission
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Candidate System BASE-LINE THE SYSTEM OF SYSTEMS Test Joint
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Insert Candidate Systems: TEST & COMPARE AGAINST THE BASE-LINE



iIng End -to -
(E2E)




E2E TFesting dEMissitsrBEffectiveness

Mission: Correctly ID potential threats and remove effectively

- =~
.-

Airborne Network S~ ST % 0
AT RS ’.*_if_f."_r.‘i‘? __________ g N;vy
- k@’g ~’_—J I
Multiple Intel Sources |
.- -isthe dafa decision ready-. Army | Call for JAOC
L P TOC Air support
Test: Are we getting relevant,

Interoperable data to the people that need
to make the decisions & act?

Effect: Did the thread effectively accomplish the Mission?



ECLS
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End to End testing measures from the source to the Effect Cognitive
Processing

A The data must be interoperable among the machines
A AND be understandable to the Human
A AND contribute to mission success with desired Effect

Measuring Mission hiezsiral?lle
Effects Effectiveness g1 ONatiy
<= Knowledge




