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·A Unified Mission

·Are we Winning the Information War?

·The Testerôs Contribution

·Testing Systems of Systems

·Testing End - to -End

·Testing Joint Mission Threads

·Testing Computer Network Defense

·Testing the Core to the Edge

·Accelerated Delivery through Capability T&E & 
Extension into Theater

Discussion Items



·The mission of all involved in the

of warfighting systems that are meant to 
interoperate and exchange information in the 
Battlespace:

·No American warfighter shall die, or have 
their mission compromised due to the lack of 
information that is:

Suggested Unified Mission

ƁDevelopment

ƁTesting

ƁIntegration

ƁDeployment

Accurate

Timely

Secure

Accessible
Interoperable



·We have every resource to win the battle in 
the Information Warfare domains

·Joint Net -Centric Operations

·Information Operations

·Cyber

·Yet, we continue to fall behind the adversary 
in many facets of information age warfare

·If we explore why this is, we can uncover 
where the Testerôs can contribute best

Losing the Information War?



·The shelf life of IT is measured in months
·While our acquisition process is measured in years

·We fight in an integrated, Net -Centric Battlespace
·Yet we buy, develop & test in Service -Centric stovepipes

·Often resulting in delivery of non - interoperable systems

·The operational Battlespace includes complex 
Systems of Systems carrying out joint missions, 
based on mission threads, designed to achieve a 
Joint Commanderôs objective
·Yet we architect, design and conduct specification tests on 

individual systems

·Producing systems that work well, but do not work well 
together

Why Weôre Falling Behind (1)



·We are at war now - The Warfighter often 
requires the urgent insertion of new capability

·Yet we follow an aged, serially -based process of

·Resulting in the delivery of systems that are often 
obsolete by the time of delivery

·Our adversary has embraced and exploited 
the Web fully

·We hesitate, mired in the chasm of competing 
objectives between information accessibility and 
information security

Why Weôre Falling Behind (2)

Requirements Generation

èDesignĀDevelopment

èDT ĀOT ĀIOP Cert Test

èTraining ĀDeployment



·Establish persistent distributed test environment:
üCost efficient to access and utilize 

üSimple to employ 

üRobust

üJoint

·Establish a common suite of test tools to:

The Testerôs Contribution (1)

ü Construct

üMonitor

üManage

ü Instrument

ü Plan

üManage

ü Analyze

ü Report

Net-Centric

Test

Environment

Net-Centric

Test

Events



·Create capability to replicate & assess joint 
mission threads

·Through seamless integration of live -virtual -constructive 
(LVC) Battlespace components

·Including kinetic as well as non -kinetic means

·Including Human/Social/Cultural aspects & effects

·Thereby providing a means to measure mission 
effectiveness

·Create capability to conduct End - to -End testing of 
a System of Systems 

·From the Global Information Grid (GIG) Core

·Through the Command and Control structure

·To the tactical edge

The Testerôs Contribution (2)



·Create capability to test the defense of our 
systems and networks against cyber attacks

·Create capability to evaluate warfighting 
applications of emerging Information 
Technologies

·Such as Service Oriented Architectures and Cloud 
Computing

·Leverage the available networks to extend the 
test environment directly into theater

The Testerôs Contribution (3)



Testing Systems of Systems
(SoS)



SoS: A set or arrangement of systems that results when independent and 
useful systems are integrated into a larger system that delivers unique 
capabilities [DoD, 2004(1)].

Accepted Taxonomy of SoS [Maier, M. 1998]

·Directed
¶SoS objectives, management, funding and authority; 

systems are subordinated to SoS

·Collaborative
¶No objectives, management, authority, responsibility, or 

funding at the SoS level; Systems voluntarily work together 
to address shared or common interest

·Virtual
¶Like collaborative, but systems don ôt know about each 

other

SoS Definitions



US DoD Pilots identify a new SoS type:

·Acknowledged 

¶SoS objectives, management, funding and 
authority; however systems retain their own 
management, funding and authority in parallel 
with the SoS

SoS SE Guidebook focuses on ôAcknowledgedõ SoS

SoS Definitions



Test Enhanced

Base-Line Model

Test Early 

Test Often

Test JointCandidate System

Enhancement

Assess SoS
IOP, Caps & Lims

Measure Mission 

Effectiveness

Validate sets

of systems

Integrate Sets

of systems

Recommended

Requirements for

this Increment

ID candidate

systems

Assess Options

Negotiate with

Systems

Develop plan

Verify sets

of systems

Coordinate, Monitor 

and facilitate systems 

T&E

Systems

FIND TEST

OPTIMIZE

BASE-LINE THE SYSTEM OF SYSTEMS

Insert Candidate Systems: TEST & COMPARE AGAINST THE BASE-LINE

LIVE

VIRTUAL

CONSTRUCTIVE

Systems of Systems Test & Evaluation
Mission

Requirements
Mission

Capabilities
REQUIERMENTS FROM THE TOP DOWN

Persistent

Test 

Environment 

and 

Feed-Back 

Loop



Testing End -to -End
(E2E)



Airborne Network

Air force Navy

JAOCArmy 

TOC
Intel Network

Mission: Correctly ID potential threats and remove effectively

Effect: Did the thread effectively accomplish the Mission?

Call for 

Air support

Test: Are we getting relevant, 

interoperable data to the people that need 

to make the decisions & act?

Multiple Intel Sources
is the data decision ready

E2E Testing of Mission Effectiveness



Data Buss
Onboard

Processing

Radio

Onboard Displays

Cognitive

Processing
ÅThe data must be interoperable among the machines

ÅAND be understandable to the Human

ÅAND contribute to mission success with desired Effect

- This translates into actionable knowledge

Human-
Machine Interface

Measurable

Actionable

Knowledge

End to End testing measures from the source to the Effect

Mission

Effectiveness

Measuring

Effects

E2E Testing Includes the Human & 
Effects


